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Security Procedures
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1. Introduction
515

These “Security Procedures”, as referenced in the Communications section of the Master Account and
Service Terms (“MAST") (or other applicable account terms and conditions), are designed to authenticate
the Customer's log-on to the Bank's connectivity channels and to verify the origination of Communications
between Bank and Customer in connection with the following Services or connectivity channels (the
availability of which may vary across local markets).

NEFSRITZERTZAWAFIIRS TN ("WAMRS MY ) (BCEAERRKFSRFFEM) [@TERD
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- CitiDirect BE® (including WorldLink®)
CitiDirect BE® (3R Z= 4t (E4F WorldLink®)

« CitiConnect®
CitiConnect®

» Society for Worldwide Interbank Financial Telecommunication (“SWIFT")
RERITE SRIEBED= ("SWIFT")

» Manual Initiated Funds Transfer (“"MIFT")
ANLREEK ("MIFT")

- Interactive Voice Response (“IVR")
REHEFNE ("IVR)

+ Email/Fax/Mail/Messenger/Phone with the Bank
FRITIERAVBF IO MG R /S /S /IR

» Other local electronic connectivity channels
Hih A& RERE

These Security Procedures are to be read together with the MAST and may be updated and advised to the
Customer from time-to-time by electronic or other means, including but not limited to posting updates to the
Security Procedures on CitiDirect BE. Unless otherwise provided by law, Customer’s continued use of any of
the above noted Services or connectivity channels after being advised of updated Security Procedures shall
constitute Customer’s acceptance of such updated Security Procedures. These Security Procedures cover the
following:
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A. Authentication Methods
NES =

B. Customer Responsibilities
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C. Data Integrity and Secured Communications
HIETE N2 ®BiR

D. Security Manager and Related Functions

L2 EFRRNR

2. Authentication Methods
INEAR

The Security Procedures include certain secure authentication methods (“Authentication Methods") which

are used to uniquely identify and verify the authority of the Customer and/or any of its users authorized by

the Customer typically through one or a combination of mechanisms such as user ID/password pairs, digital
certificates, biometrics, security tokens (deployed via hardware or software), seal/signature verification, and/or
devices associated with the Authentication Methods (collectively, the “Credentials”). Authentication Methods and
associated Credentials allow the Bank to verify the origin of Communications received by the Bank.

A2 RFEESENRZESINELR (TAER)  ZFNES VBB ENA,ID /ZiE5S, #FIED. £9%
i, Ze<hE (BEREEIREEE) | ENE/SFWIE, M/ SNELXKINREE— P RS MESHRIESE
(HIRA"ER") KRBFIGIEEFF/SEEMBFRINR, BT XEINESFEXER, IRITILARIEFTIL

EBHATEIR,
More information regarding Authentication Methods for access to Services and/or connectivity channels may be
accessed on the CitiDirect BE Login Help website. Customer may at any time select an available Authentication

Method. During implementation of Services or connectivity channels, Bank may set-up a default Authentication
Method, which Customer may change at any time to another available Authentication Method.

ferRrg RCitiDirect BERIR R FHIERAHM LAY #RE 2 58 RIRSH/NEZEREFPNED TEXANER. ZF
BJLARBRTIEFE—FE BRPAIETT . TERERSFEEZERER, RITREMBOARPALL I, 2R ALEE
=SB —MIERATAIES .

The following Authentication Methods are available to access the services and/or connectivity channels:

LIMAER B TAE LR BRSH/sEEERE:

CitiDirect BE Authentication Methods

CitiDirect INIEES T
Biometrics A digital authentication method that utilizes a user's unique physical traits, (such as a
VDAL fingerprint and facial recognition), built-in biometric technology on the user's mobile device,

and cryptographic techniques to gain access to CitiDirect BE. Physical trait data is not
transferred to the Bank when the user selects this authentication method.

—FEFONES T, ERBRFIRSIOYIEFE (PINESHNEERIFIE) . BRBIRE
NEEYIRBE AR INZR AR KIHEICitiDirect BE,  ZAFIERIGAIEF AT, YPIRFFE
IR ERERIT

Challenge Either (i) a mobile application based soft token (e.g. MobilePASS) or (ii) a physical token
Response Token (e.qg. SafeWord Card, Vasco), which in each case is used to generate a dynamic password
B NEShE after authenticating with a PIN (e.g. 4-digit PIN). When accessing CitiDirect BE, the system

generates a challenge and a response passcode is generated by the utilized token and entered
into the system. This authentication method, when combined with a secure password results
in multifactor authentication.

(i) EF RN EREENRSEE (BlanMobilePASS) 2% (i) #1241 (EIanSafeWord
+. Vasco) , BFEFEREIAE (ML FINE) 2 EERISER, HiiacitiDirect
BERT, RAAEM— 1A, HERBISA{ERINSIERBNZRBHEA R RSF, ZAES
BB L L F R FEREN SR ZEIAIE,
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One-Time
Password Token
—IREEESHE

Either (i) a mobile application based soft token (e.g. MobilePASS); or (ii) a physical token (e.q.
SafeWord Card, Vasco) that is used to generate a dynamic password after authenticating with
a PIN (e.qg. 4-digit PIN). This dynamic password is entered into the system to gain access.

(i) EF o B FRIRSHE (FlanMobilePASS) T (i) #pI2<HE (flanSafeWord
&, Vasco) , BT EERHFIALE (BINANEFINE) ZEEMMNSER, B HSEEE
ARGLER SR,

Secure Password
ZEEE

A user enters his or her secure password to access the system. A secure password typically
limits a user’s capabilities on the system, for example, by only permitting that certain
information be viewed by the user. This authentication method, when combined with

a challenge response token results in multifactor authentication.

BRIUBIBAEZ2ZBNRS, 2eZHBEREBAERSPEBIIINEE, 41
a0, B {AT NS ERIE R AL D TUE B RER N2 R E Ap Z E RN,

SMS One-Time
Code
2E RS

A dynamic password delivered to users via SMS, after which the user enters the dynamic
password and a secure password to gain access to the system.

B EEREEAFIISER, WEBFRANSERNREEBULERER.

Voice One-Time
Code
BERMED

A dynamic password delivered to users via an automated voice call, after which the user
enters the dynamic password and a secure password to gain access to the system.

B BHESEWIRESBFPINSER, WERPBANSERIIREEBLILERS.

Digital
Certificates

U

A digital certificate is an electronic identification issued by an approved certificate authority
for authentication and authorization. Digital certificates may be attributed to corporate
legal entities (“"Corporate Seals") or individuals (“Personal Certificates"”). The Customer is
responsible for properly verifying the identity of all users of Personal Certificates acting on
behalf of the Customer in accordance with local law.

HFUEBRE—FMEHNERTNENMMA, BFANERIZINAEF S5, HFIEB3E
FRE ("REEVE" ) DA ("DNAIER" ) . ERFERIERESERIERGIEMERRERAS
SHTERNPAEBAFNSM5D.

The Bank and the Customer are required to use digital certificates provided by authorized
persons, to ensure all Communications exchanged via a public Internet connection or an
otherwise unsecure Internet connection are fully encrypted and protected.
RITFIRFLRERENA R FIES, L ERMEEE AR AR 2 MESERERT
ERmEIE MZEZRRF.

CitiConnect for Files Authentication Methods

CitiConnect for Files IAIEA =

Whitelist When
Using CitiConnect
{EACitiConnetHy
IPHEHFREZ 5

Digital See description above.

Certificates s s e

AN BEEL LA

H=FIEP

|P Address Certain Internet communications received by the Bank, for example, via a Virtual Private

Network (VPN), may also rely on the parties exchanging information using pre-agreed
Internet Protocol (IP) addresses. The Bank will only accept communications originating

from the Customer’s designated IP address, and vice versa; and the Bank will only transmit
Communications to the Customer’s designated IP address, and vice versa. Used in conjunction
with Digital Certificate method above.

RRITEW AV EEBMIER (BaNEE EINERMKERER) TR T&oE
EAR—MERILEAE BN LE (IPHBLL) KT EERMR. RITREZREAFEE
IPitiE AR RAIER, RZIFA; RITREERFEEIHMEXER, RZTFA. ZAESGR
Be S EIASFIER 7T AR,
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CitiConnect API Authentication Methods

CitiConnect API JAIES =

Whitelist When
Using CitiConnect
{EHCitiConnetht
89 IPitBit R 8

Digital See description above.
Certificates s e g
T g BEELL LA

o Cang: i

IP Address See description above.

i5SELL LA

CitiConnect for SWIFT Authentication Methods

CitiConnect for SWIFT IAUEA =

Authentication
SWIFTIAE

Digital See description above. Can be used in conjunction with SWIFT Authentication method below.
Certificates BEEL A, AUS TRSWIFT INEA I AR

U

SWIFT Communications sent between the Bank and the Customer via the SWIFT network, including,

but not limited to, account information, payment orders, and instructions to amend or
cancel such orders, will be authenticated using procedures defined in SWIFT's Contractual
Documentation (as amended or supplemented from time to time) which includes without
limitation its General Terms and Conditions and FIN Service Description or as set forth in
other terms and conditions that may be established by SWIFT. The Bank is not obliged to do
anything other than what is contained in the SWIFT procedures to establish the sender and
authenticity of these Communications.

RITEFZ BEIRKERTE/MEBENS (SWIFT) MZ(ERIET (BfEEARRT:
KAER. XITHES. ARIHESHRIENEENH) , BHRBSWIFTERIAY (BiEE AR #1T
AMEIT Bkb7E) TN FAVERIEFHATIALE, 25 X IEERRT— R EFFSRM, FINIRSS
A, S EMHASWIFTRBIEARFISEM. BRiBESWIFTRZFRIZERIN, $R1THMREED
BIMETERIBEIZFERAARIE AFIE S,

The Bank is not responsible for any errors or delays in the SWIFT system. The Customer is
responsible for providing communications to the Bank in the format and type required and
specified by SWIFT.

X SWIFTRFRMEAEIRFIEIR, SRITHEARIEEXR ST, AN, BEPERRZBSWIFTE
KIFEEAIMS AR BRI TRIZER,

Transmissions and Communications sent or received via SWIFT facilities are subject to SWIFT
rules and regulations in effect, including membership rules. The Customer is responsible for
being familiar with and conforming to SWIFT messaging standards.

B SWIFTIRER XS AMERFERAETAMAISWIFTRNIIME, BESREE
AN, EFARAREFETSWIFTIRUERIRE.
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SWIFT Authentication Method
SWIFT TAIEF

SWIFT
Authentication
(Direct
Connection
for Financial
Institutions)
SWIFTIAME
(SRNIEEE)

Communications sent between the Bank and the Customer via the SWIFT network, including,
but not limited to, account information, payment orders, and instructions to amend or
cancel such orders, will be authenticated using procedures defined in SWIFT's Contractual
Documentation (as amended or supplemented from time to time) which includes without
limitation its General Terms and Conditions and FIN Service Description or as set forth in
other terms and conditions that may be established by SWIFT. The Bank is not obliged to do
anything other than what is contained in the SWIFT procedures to establish the sender and
authenticity of these Communications.

RITHEFZEBII IRV IRITERIBENS (SWIFT) NEZEmANET (BEERRT:
KPER. XITHEQ. LARIHESHUERELENR) , HSRIBSWIFTSRNAY (BEEAR#HT
RMEIT A TE) TU FRIERAE P TIAE, (25 M ERERR T —RREFFIEM, FINRSS
R, BEMBERSWIFTRRAIRFFNRM. BRi#ESWIFTIZFRIERKIL, RITHUREED
BIMETERAEIZ S BT RYARIE AFIESL .

The Bank is not responsible for any errors or delays in the SWIFT system. The Customer is
responsible for providing communications to the Bank in the format and type required and
specified by SWIFT.

X SWIFTRFERVEAIHIREGIEIR, SRITIEARIEEXRRE. R, EPHHRRIZBSWIFTE
KIS BRSNS MR TR IEE .

Transmissions and Communications sent or received via SWIFT facilities are subject to SWIFT
rules and regulations in effect, including membership rules. The Customer is responsible for
being familiar with and conforming to SWIFT messaging standards.

BITSWIFTIR ERIETHITAIMERIMNBRNETERRISWIFTRIUAME, BESREE
AN, EBEFPERERBHETSWIFTIRXEHRE.

Digital/Electronic Signature Authentication Methods for Electronic Document Submission

B/ HFHEE ERTRFERAVAES
A type of electronic signature that leverages digital certificates to validate the authenticity

Digital Signature

HEEZ and integrity of a signature, message, software or digital document.

— MRS BRWIES SR, (R, R N E IR R FE S,
Electronic An electronic symbol attached to a contract or other record, unique to and used by a person
Signature with an intent to sign. Electronic signatures can be established in the form of words, letters,
BFEZ numerals, symbols, click of a button on a website, upload of facsimile or scan of a physical

signature, signing on a touchscreen, or agreeing to any terms and conditions by electronic
means. Created under the sole control of the person using it, it is logically attached to or
associated with a data messaqge, capable of identifying the person who consents to the data
message and certifying the person’s consent. Such Electronic Signature would be submitted
to the Bank through the Bank's electronic channels and in compliance with the associated
Authentication Methods described above.

BFELRE—MESEARSEMNA LNEFAS, HEGREYT, MEEESENAERA.
BFEFILILISGE, 78, #F. 5. /Mg, HEEESaRTAES. TERE
LERHLBFRARSHAIZSMNFEFIAE. BFrESit@EEERARRE

T 7oAy, HEESHMEEE DR —FEEER, JURTRIFSHFERINAFIAE
HES. WRBAFESBETRTIEFREREL LANESURRERT.
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Manual Initiated Funds Transfer (MIFT) Authentication Method

ATREEMINILES T

MIFT
Authentication
ALESEKATA
EAT

Manually Initiated Funds Transfer (MIFT), including amendments, recalls, or cancelations of
previous manual instructions, may be made by fax or letter or upload to CitiDirect. Not all
forms are supported in all countries. Initiators are persons designated by the Customer who
are authorized to initiate transactions in accordance with restrictions, if any, are identified by
the Customer. Confirmers are person designated by the Customer that Bank may call back, at
its discretion, for confirmation of manually initiated instructions for funds transfers.

ATREHW, BFEEN. BREBIEZRINATIES, ILUBIIER. 45 LR
CitiDirectIRRFRK KX, BIERMIFHIFEAEKS. KEEABFEENAR,
EAIBERIRIEZFPHIERRE (A08) RiEEXH. HAAREFIEENAR, IRITABITRE
LARIEEIIR B HIARER SEKNATIES.

In certain countries, mobile telephone numbers are not accepted as call back numbers.
Further details are provided in the applicable Country Cash Management User Guide, Global
Manual Transaction Authorization or Universal Nomination Form. MIFT is to be used by the
Customer as a contingency method to communicating instructions to the Bank.

ERBISTEERT, NMESHREIESBEARKRSE. FEESE ERERNNEEEF
BFEM. £IKAIRZE N Universal Nomination Form, ATLR&EKERFERT
REBIESHN2AE.

Mail, Fax, Email and Messenger Authentication Methods

R, (EH, EBFIRAFOEME IIES 0

Seal Image Correspondence received by the Bank via fax, mail, email or messenger, excluding MIFT
Verification requests, are verified and collated with due care based on the seal image contained in the
EN&SI8IE Customer’s authority document or similar document provided to the Bank.
RITBIEE. BpH. BBFERMEEEFEREIRNER (FAREMNFRD)  BRIEZFREE
RITRIEACSE Bt SRS h AT B S AIEDES A TIZE M IO UE R B2,
Signature Correspondence received by the Bank via fax, mail email or messenger, excluding MIFT
Verification requests, are signature verified based on the information contained in the Customer's
EFIIE authority document or similar document provided to the Bank.
RITIBIER. BpH. BT EHEKEIRER (A TESEWHNERERIL) , BiRIEZF
R BRI B RGP 8 S NER I TE 2L,
Secure PDF Encrypted emails are delivered to a regular mailbox as PDF documents that are opened by
Z£PDF entering a private password. Both the message body and any attached files are encrypted.
A private password can be set up upon receipt of the first secure email received.
INEEAEEFEB S EIPDF XAEIX EEAMRAE, B MAETBEDI . BMEEXREE
RSB, RIS — RSB TFIYE, TURETREN.
MTLS Mandatory Transport Layer Security (MTLS) creates what would be a secure, private email
s E R ENMY | connection between the Bank and the Customer. Emails transmitted using this channel are
sent over the Internet through an encrypted TLS tunnel created by the connection.
SEFMEEHREDN (MTLS) ERTHEFZEEE T — M RENTRE T IRFER.
(S AL SR B AR XA FHB A — MBI I AU R I T LSRR B @I BB R X,
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Phone Authentication Methods §
FIE IAES 3
PIN Customers contacting the Bank via phone are prompted to enter a PIN to validate authorized §
= access. 5

FFBEBIFERKRRTR, BB mA—BEBEIEE R, o
Verification Customers contacting the Bank via phone are prompted by the Bank's service representatives §
Questions to provide correct verbal responses to verification questions in order to validate authorized e
IOEA)RR access.

LRFBEEIERARRTH, RITIRSARBERENIGIEBRHE ERIIOLEE LS

IaI R,

The availability of Authentication Methods described above varies based on local markets.

LA EFmAR A 5 URYRT AR R S 37 =
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3. Customer Responsibilities
AFERE

3.1 Identifying Authorized Users: Customer is responsible for identifying: (i) all individuals acting on the
Account(s) on behalf of the Customer at an entity level for all Services and connectivity channels,
and (ii) each person acting on behalf of the Customer being duly authorized by the Customer to act
on the Customer’'s Account.

RBIRIAR: ZERAEIRE: () WTAERSIEEREEADERAREFNKAITERRE A
(il) F—MEEFEXRNAREZAYERKRAITERA.

3.2 Customer is responsible for assigning and monitoring any transaction limits assigned to the
Customer and/or its users and ensuring that these limits (a) do not exceed the limits as required by
the Customer’s internal policies and other authority and constitutive documents such as Customer's
Board of Director resolutions, Bank Mandates, Power Of Attorney, or equivalent document, and (b)
are properly reflected on all connectivity channels and user entitlements.

ERRESENRESEAEEFM/SEBFPIRZRE, FHRERIXLRE (a) MBI EFATRER
IR, EIRIFNARM M (PIINEFINESSRIN. IRITEEH. BNEES, SRS HERLE
BR; (b) HIERsR N EEZEREMAFNF L.

3.3 Certainjurisdictions may require individuals (and their corresponding Credentials) to be identified
by the Bank in accordance with applicable AML legislation requirements before granting access
to perform certain functions. Please contact your Customer Service Representative or visit the
CitiDirect BE website for further information.

RET)FEBXARERRITER MR FIHARARERELIIREZ A, S R (REEMNAER)
FEERNRTHREREER. IFESER, BERREBHNEFRSARSZHACitiDirect BERL,

3.4 Safequarding of Authentication Methods
NEARIRIP

The Customer is responsible for safeguarding the Authentication Methods and Credentials with
the highest standard of care and diligence, and ensuring that access to and distribution of the
Credentials are limited only to persons that have been authorized by the Customer.

EFEREUSSVERZERRERIPEINESZUNER, A HRMBERIERAMNS KR TEFIR
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Communications sent by a third party: Where the Customer is using a Credential to identify and
authenticate their Communications as originating from them as a legal entity, the Customer

is responsible for exercising full control over the use of such Credentials when sending
Communications to the Bank, including where such Communications are sent by applications and/
or systems that are managed by a third party on behalf of the Customer. In all circumstances the
Bank will (@) deem any Communication it receives through an electronic connectivity channel, that
has been received by the Bank in compliance with these Security Procedures duly authenticated
as originating from the Customer, as a Communication instructed by the Customer and (b) may
act upon any Communication that it receives on behalf of the Customer in compliance with these
Security Procedures.

FB=HREREN: SEPERERRIFIANEREREALELHRETN, ZREREERRITA

EENRYEZRRERTEENEREN, SESzFENERNTREFEENBN/SARSE=T

KIERI, EEABERT, IR172 () BERFERRERKN. CHRTRERESEFEETVALARE
FEFPERAZFFERE0ER, LUK (b) KRR 2EFAREANTIREIRBRE TR,
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4. Data Integrity and Secured Communications

HiEEMENZ2IER
4.1 The Customer will be transmitting data to and otherwise exchanging Communications with the Bank,

4.2

4.3

4.4

4.5

utilizing the internet, mail, email and/or fax which the Customer understands are not (i) necessarily
secure communications and delivery systems, and (ii) under the Bank's control.

EREEEEREEKM. Bt B ap/SHE RN AR T ER RS SIRTIREIN, EFT
BzER (1) SR —EAZENBIEXIRERS, (2) WAERITRESEERN.

The Bank, utilizes industry leading encryption methods (as determined by the Bank), which help to
ensure that information is kept confidential and that it is not changed during electronic transit.

RITRATWARSRIINES I (BASGBRTHE)  HEUTRHEERIRE, RIRILESEEET
ERARELL.

If the Customer suspects or becomes aware of a technical failure or any improper or potentially
fraudulent access to or use of the Bank's Services or connectivity channels or Authentication
Methods by any person (whether an authorized person or not), the Customer shall promptly notify
the Bank of such occurrence. In the event of improper or potentially fraudulent access or use by
an authorized person, the Customer should take immediate actions to terminate such authorized
person's access to and use of the Bank's Services or connectivity channels.

NREFPREREIRZIRASE, SeREE. TRENEMA (TIERENENAR) MRITIRSS. EERE
SONES N FERSSGEEREERI R ESEBRT, ZPN R AHERIRIT. WMRENAFEARSEEE
AOBLIRIEE R, EFNAZEIRE T, ZINZRINA RIGRMERRITIRSSEERE.

If the Customer utilizes file formatting or encryption software (whether provided by the Bank or a
third party) to support the formatting and recognition of the Customer’s data and instructions and
acts upon Communications with the Bank, the Customer will use such software solely for the purpose
for which it has been installed.

NRE=F AR CEINZE R (FTIEHRITEHB =71 M) LSIFEPEUEESHIBR SR
B, LIRSIRITEIRI AT REEVT 5, ME RN AR LRz B R Bz

The Customer accepts that the Bank may suspend or deny users' access to Services requiring the
use of Credentials (i) in case of suspicion of unauthorized or fraudulent use of the Credentials and/or
(ii) to safequard the Services or Credentials.

LUTEMER T, EFERZIRTURS P ERRERZEERERLENKRS: (1) REERERNER
VR ERER, f/8 (2) HRERSBEEBNR 2.
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5. Security Manager and Related Functions

REZBHEXIIR

For applications accessible in CitiDirect BE (with the exception of Personal Certificates discussed below), the Bank
requires the Customer to establish a “Security Manager"” function. Security Managers are responsible for:

x3F-CitiDirect BERIRZRFE AR AN FIFE 7 (BRIATETIANAEBRIERIY), IRITEKRAFIRY "R2E1E" ]
Bt REEZEYLITR(ERER:

wn
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5.1 Establishing and maintaining the access and entitlements of users (including Security Managers
themselves) including activities such as to: (a) creating, deleting or modifying user Profiles (including
Security Manager Profiles) and entitlement rights (Note that user name must align with supporting
identification documents); (b) building access profiles that define the functions and data available
to individual users; (c) enabling and disabling user log-on credentials; and (d) assigning transaction
limits (Note these limits are not monitored or validated by the Bank and Customer should monitor
these limits to ensure they are in compliance with the Customer's internal policies and requirements,
including but not limited to, those established by the Customer’s Board of Directors or equivalent);
EH4EFAR (BET2ZEAS) FHEMNER, LT ES: (a) eI, MRsERBFEENX
% (BREREZEEE N IR (BiEE, AR2YMSIEBSHIIESF—E) ; (b) #iZiHREE X
%, EXNARFEERRIIIENEIE () BRMERBREREN, (d) 2ERXZMRE (FEE, T
PREIVIZE, RITARFLUREIZE., EREEETRUZER, LMREEAFESEFPRIRBRINE
X, AR ERRTFEFESSHRASTEHIERI N IBERFIEK)

5.2 Creating and modifying entries in Customer maintained libraries (such as preformatted payments
and beneficiary libraries) and authorizing other users to do the same;
FEEFEFIESEIZMIENEE BINFSTULITRIZ T ARE) | FAENEMRFHTHEERCE,

5.3 Modifying payment authorization flows;

IEBUS RIS

5.4 Allocating dynamic password credentials or other system access credentials or passwords to the
Customer's users; and
Bl SERERS MR SN ERSRER O REEFNAR; LRk

5.5 Notifying the Bank, if there is any reason to suspect that security has been compromised.
MREHTERTEKAREZEIRE, BRIRIT.

Please note: Security Manager roles and responsibilities may vary or not be applicable in certain markets due
to requlatory requirements and/or operational capabilities. In such markets, the Bank may require additional
documentation and other information from the Customer to perform Security Manager functions on behalf of
the Customer.

s RefENARNSETRREARLLEHZNEEERNIEERNMEAAFAREATER. ExF
HimT, IRITUEREFRHIIMISUEIEMEE MK BRE TR 2 S EAR.
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6. Use of CitiDirect BE by Security Managers
HLEZBYWCitiDirect BERR R FhI(EE

The Bank requires two (2) separate individuals to input and authorize instructions; therefore, a minimum

of two Security Managers are required. Any two Security Managers, acting in concert, are able to give
instructions and/ or confirmations through the connectivity channels in relation to any Security Manager
function or in connection with facilitating communications. Any such communications, when authorized by
two Security Managers, will be accepted and acted on by the Bank and deemed to be given by the Customer.
The Bank recommends the designation of at least three Security Managers to ensure adequate backup. The
Customer shall designate Customer's Security Managers on the TTS Channels Onboarding Form. A Security
Manager of the Customer may also act as the Security Manager for a third party entity (for instance, an
affiliate of the Customer) and exercise all rights relating thereto (including the appointment of users for that
third party entity’s Account(s)), without any further designation, if that third party entity executes a Universal
Access Authority form (or such other form of authorization acceptable to the Bank) granting the Customer
access to its account(s). This only applies in relation to Account(s) covered under the relevant authorization.
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siabeuey A3undag Aq
34 3294141310 Jo 8sn

RITEERBTRNA KRB IRNES, B, Z2VFER 2) SRR, ARSI LEBNETH, &

LB SE A% 2K EAEREEAXE D ENBITARRRIEEESRIE RIXIE ST/ SRMHIIA. A EZEREL 2R E

RROET, IRITIEZFRELITE, ZFEIRABREZFEAE. RITENEMEE=RZ e ZBUBRRENG
BAR. EFNAEMRRZHEREFREZICK LIEEETERE, ERNReKBLTH—LEE, LaLUBE
B=TTER (BINEFRIKERIA) %228, F{TESZIBRXAIFENA (BEXYSE=75 TN RFRIE

i) , BIRRZE =N LHEE TR FEFHEERASIRFSEIDRIFNS (BRI TRZREMAZZANRINS) .
HERTRXEN N REAIKA,

7. Use of CitiDirect BE by Security Officers (For Personal Certificates only)
T2 EEXCitiDirect BENRRZFRIER ((VEPAIED)

U9 Jo asn

The Bank requires two (2) separate individuals to manage digital certificates attributed to individuals
("Personal Certificates"”). Therefore, two Security Officers are required to assign and removal Personal
Certificates to users, for the purpose of authenticating and authorizing Communications on the connectivity
channels. The Bank recommends the designation of at least three Security Officers to ensure adequate
backup. Any Communications authorized by Personal Certificates will be accepted and acted on by the Bank
and deemed to be given by the Customer.

s
:1
IR
25
=

(=3
<
(%
(']
o
=
=4
G
<
o
=
=4
o
(1]
=
7

39 31091

RITHBEMBAENARREERRBE NAREFES ("“DAER") . Alt, TEW (2) BREEERBFRDA
FMUZEINAES, EANEARIGEZRERET., RITERNEEEP =22 TELURRERENEEAR.
EHAIRBEPAEBENAER, IRITIORZHARELTE, ZFENNIEEFREL.

Security Procedures_Global_v.2_September 2020

Treasury and Trade Solutions
citi.com/treasuryandtradesolutions

© 2020 Citibank, N.A. All rights reserved. Citi and Citi and Arc Design are trademarks and service marks of
Citigroup Inc. or its affiliates and are used and registered throughout the world.
1982580 07/20



