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Security Procedures
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1. Introduction
S

These “Security Procedures”, as referenced in the Communications section of the Master Account and Service
Terms (“MAST") (or other applicable account terms and conditions), are designed to authenticate the Customer's
log-on to the Bank's connectivity channels and to verify the origination of Communications between Bank and
Customer in connection with the following Services or connectivity channels (the availability of which may vary
across local markets).
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- CitiDirect BE® (including WorldLink®)
CitiDirect BE® (including WorldLink®)

« CitiConnect®
CitiConnect®

» Society for Worldwide Interbank Financial Telecommunication (“SWIFT")
Society for Worldwide Interbank Financial Telecommunication ( “SWIFT")

* Manual Initiated Funds Transfer (“MIFT")
ANTIERR S

- Interactive Voice Response (“IVR")
BEEE0E

. EmaiI/Fax/MaiI/Messenger/Phone with the Bank
OACTHEEFHH/BE

» Other local electronic connectivity channels
B EMEBEFEEEE

These Security Procedures are to be read together with the MAST and may be updated and advised to the
Customer from time-to-time by electronic or other means, including but not limited to posting updates to the
Security Procedures on CitiDirect BE. Unless otherwise provided by law, Customer’s continued use of any of
the above noted Services or connectivity channels after being advised of updated Security Procedures shall
constitute Customer’s acceptance of such updated Security Procedures. These Security Procedures cover
the following:
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A. Authentication Methods
SeeE oIl

B. Customer Responsibilities
BENEEREE
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C. Data Integrity and Secured Communications

BERTT BN R 2@

D. Security Manager and Related Functions
LS MARRAESAE

2. Authentication Methods
"%ll»ﬂﬂ)‘j__t

The Security Procedures include certain secure authentication methods (“Authentication Methods") which

are used to uniquely identify and verify the authority of the Customer and/or any of its users authorized by

the Customer typically through one or a combination of mechanisms such as user ID/password pairs, digital
certificates, biometrics, security tokens (deployed via hardware or software), seal/signature verification, and/or
devices associated with the Authentication Methods (collectively, the “Credentials”). Authentication Methods and
associated Credentials allow the Bank to verify the origin of Communications received by the Bank.

FEFERELEZERES(METREST, )  GARPELRERER /S EEOEREZEIR BE2BEMAE
BRI/ BHAS  BAURE - W5 22 NS (security tokens) (hBBIFFENMBSEH] ) - =M HSHHIETR
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More information regarding Authentication Methods for access to Services and/or connectivity channels may be
accessed on the CitiDirect BE Login Help website. Customer may at any time select an available Authentication
Method. During implementation of Services or connectivity channels, Bank may set-up a default Authentication
Method, which Customer may change at any time to another available Authentication Method.

MEmEZERES R A2ECitDirect BE® B AE ISR - #9141 https//portalcitidirect com/portalservices/forms/
LoginHelp.pser. BEETIRER EEE@ME%Z%@EYQ‘EW ERNTABEETRBREREEVEER BRETERR IR
AN BEUBERENAS o ER BRI -

The following Authentication Methods are available to access the services and/or connectivity channels:

MZ e A AR EAERB R EEEE

CitiDirect BE Authentication Methods

CitiDirect BE Egz&5 /5 =

Biometrics A digital authentication method that utilizes a user's unique physical traits, (such as a

£ R fingerprint and facial recognition), built-in biometric technology on the user’s mobile device,
and cryptographic techniques to gain access to CitiDirect BE. Physical trait data is not
transferred to the Bank when the user selects this authentication method.

EREAENEYHEETRENS T WAL IREIHRE)  £REBAANERTHREL
AP T B RB R M FECitiDirect BE - £ BB E N B LS WEEZERT -

Challenge Either (i) a mobile application based soft token (e.g. MobilePASS) or (ii) a physical token
Response Token (e.g. SafeWord Card, Vasco), which in each case is used to generate a dynamic password
ZxRE[L e after authenticating with a PIN (e.qg. 4-digit PIN). When accessing CitiDirect BE, the system

generates a challenge and a response passcode is generated by the utilized token and entered
into the system. This authentication method, when combined with a secure password results
in multifactor authentication.

() DIF#IERREN HERE VB EREEES (HIUMobilePASS) 3k (i) EiSENREZS (B
SafeWord— ~Vasco) ; iR T —157 - DI EE A S AIRS (PIN ) #175RE 2 - (SRS
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One-Time
Password Token
—RERNELE
RS

Either (i) a mobile application based soft token (e.g. MobilePASS); or (ii) a physical token (e.q.
SafeWord Card, Vasco) that is used to generate a dynamic password after authenticating with
a PIN (e.g. 4-digit PIN). This dynamic password is entered into the system to gain access.

A () UF#ERR SRS e EZH (FUMobilePASS) 2 (i) B2 EHREZHS (B0
SafeWord— ~Vasco) ; iR LT —15F - DI EE A B AIHS (PIN ) #E1TiREE - SR
EE— RS - A Z BB DUEAVS E R -

Secure Password
TG

A user enters his or her secure password to access the system. A secure password typically
limits a user’s capabilities on the system, for example, by only permitting that certain
information be viewed by the user. This authentication method, when combined with a
challenge response token results in multifactor authentication.

RPBARZZZH DS AR ERE 22 BIEEEREHPRAFAZIEE LR
REM  EAZRBEORZINEE -

SMS One-Time
Code
SMS—RMZRTS

A dynamic password delivered to users via SMS, after which the user enters the dynamic
password and a secure password to gain access to the system.
BRBBLEAGHEEAREE RO AZASREN R —HLERE DS A%
F#E -

Voice One-Time
Code
Voice—R M2 HF

A dynamic password delivered to users via an automated voice call, after which the user
enters the dynamic password and a secure password to gain access to the system.
BREBISAEATEEBRERGHERE AP AZASREBR—HZ2B LG A
RS R -

Digital
Certificates
NRE

A digital certificate is an electronic identification issued by an approved certificate authority
for authentication and authorization. Digital certificates may be attributed to corporate
legal entities (“Corporate Seals") or individuals (“Personal Certificates”). The Customer is
responsible for properly verifying the identity of all users of Personal Certificates acting on
behalf of the Customer in accordance with local law.

FARER=E 2 BINURAE - R — 230 2 RE R E N - BMURE KA LR HE KRS
FERIPIN - Bl IdenTrust s SWIFT (3SKey ) St 2530 2 EAth it FERFTi% & - BIARE I DB
EREEASEAN BEREERZEMAURNRBENFERE ZENRE  DIBFEMER -
The Bank and the Customer are required to use digital certificates provided by authorized
persons, to ensure all Communications exchanged via a public Internet connection or an
otherwise unsecure Internet connection are fully encrypted and protected.
KIRBEFRNAEEEASRRZEREMUERIMEEBLABABN AL RBETHS
A STEE NG (R -

CitiConnect for Files Authentication Methods

CitiConnect for Files E&z& 75 =

Whitelist When
Using CitiConnect
f# A CitiConnect
HIPNIE

Digital See description above.

Certificates 1E Pt - 2 ECitiDirect BEZ BR3B773t -

MR

IP Address Certain Internet communications received by the Bank, for example, via a Virtual Private

Network (VPN), may also rely on the parties exchanging information using pre-agreed
Internet Protocol (IP) addresses. The Bank will only accept communications originating

from the Customer’s designated IP address, and vice versa; and the Bank will only transmit
Communications to the Customer's designated IP address, and vice versa. Used in conjunction
with Digital Certificate method above.

BHERBEMAI NEBVPN FE2EHLSHEREZIPHNERREN AMTREESREDRS
EIPUEE R BN AT RERENEm EEFMECHNIPUE - R ZINA - IPUE K Eit
ZHADRE BB IER -
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CitiConnect API Authentication Methods

CitiConnect API §&z5 /5=,

Digital See description above.

Certificates 401 LBt - 2 CitiConnect for Files2 & 757 -
HNRE

IP Address See description above.

Whitelist When
Using CitiConnect
fEACitiConnect
HIPAIE

a0 _EFrit - 3522 CitiConnect for Files” B&=5 77 =, -

CitiConnect for SWIFT Authentication Methods

CitiConnect for SWIFT gss A =0

Digital See description above. Can be used in conjunction with SWIFT Authentication method below.
;;gli_;iites A - 352 ECitiConnect for Files > 5753t - ITBASWIFTER B A A A -

RAg
SWIFT Communications sent between the Bank and the Customer via the SWIFT network, including,

Authentication
SWIFT Bgrs

but not limited to, account information, payment orders, and instructions to amend or
cancel such orders, will be authenticated using procedures defined in SWIFT's Contractual
Documentation (as amended or supplemented from time to time) which includes without
limitation its General Terms and Conditions and FIN Service Description or as set forth in
other terms and conditions that may be established by SWIFT. The Bank is not obliged to do
anything other than what is contained in the SWIFT procedures to establish the sender and
authenticity of these Communications.

FTHEBEEZBSWIFTZ &8 82 EARRIRFEN  ARER B RMEXREUES - B
SWIFTE2A X PR E 2 BR8ie o ARME (RZ22RaESWIFTRTER 225 - HISHERE st
78 ) ; 2B EBABRRE ZRFRE A - FINBRFSRRAR - BUSWIFTaRERT E Z (@ B fthix
ABNE M - AT R ARBFRTEAURRERBSWIFTEZA XA P RE UGS 3825 KB -

The Bank is not responsible for any errors or delays in the SWIFT system. The Customer is
responsible for providing communications to the Bank in the format and type required and
specified by SWIFT.

KITEHSWIFTR AP HOE RS EITI AR S - BBE QAT M 285 BRISWIFTETARED
EMAZERARBAERZ -

Transmissions and Communications sent or received via SWIFT facilities are subject to SWIFT
rules and regulations in effect, including membership rules. The Customer is responsible for
being familiar with and conforming to SWIFT messaging standards.
HBEBSWIFTWE S RBAEZSWIFTZ RERE 28R - BEA R ERER
BRI B P SWIF TR B AT AR 4
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SWIFT Authentication Method

SWIFT BgeE A2\

SWIFT
Authentication
(Direct
Connection

for Financial
Institutions)
SWIFT B8
(EritEEE S
SWIFT#E4R)

Communications sent between the Bank and the Customer via the SWIFT network, including,
but not limited to, account information, payment orders, and instructions to amend or
cancel such orders, will be authenticated using procedures defined in SWIFT's Contractual
Documentation (as amended or supplemented from time to time) which includes without
limitation its General Terms and Conditions and FIN Service Description or as set forth in
other terms and conditions that may be established by SWIFT. The Bank is not obliged to do
anything other than what is contained in the SWIFT procedures to establish the sender and
authenticity of these Communications.

RTEBEZBSWIFT 2B B2 EARRIRFEM  RER  FERNERRIUES - B
SWIFTEZEI AP iR E 2 BRAB 12 Fe (R (-2 Bs R ESWIFTPE S 25 - HISBERFE 3
7T) | KM B EABR I E IR ARA - FINARFS 5288 ~ st SWIFTOIBER]E Z (R o ELfthik
RBNE M - AT R ARFNTEARIRERRSWIFTEA XA hViE P LURE 38253 KOaBa -

The Bank is not responsible for any errors or delays in the SWIFT system. The Customer is
responsible for providing communications to the Bank in the format and type required and
specified by SWIFT.

TITESWIFTR AP OSEREEED AR B - BRE [ AT 2 8 - ALISWIFTRT R 5
RREAZ BT RBRRAR

Transmissions and Communications sent or received via SWIFT facilities are subject to SWIFT
rules and regulations in effect, including membership rules. The Customer is responsible for
being familiar with and conforming to SWIFT messaging standards.
EEEBSWIFTIE S LB ESSWIFT 2 RERE Q28 & - BERSTERE
ARG P SWIFTH B ATAR 2E -

Digital/Electronic Signature Authentication Methods for Electronic Document Submission

H/BF#HE BBEB 2 XHHR
Digital Signature

A type of electronic signature that leverages digital certificates to validate the authenticity

EQAVE = and integrity of a signature, message, software or digital document.
EREMRFEMURFBERS AR e EAHHNEEN T2 AErFEEn—iE-
Electronic An electronic symbol attached to a contract or other record, unique to and used by a person
Signature with an intent to sign. Electronic signatures can be established in the form of words, letters,
BrEHs numerals, symbols, click of a button on a website, upload of facsimile or scan of a physical

signature, signing on a touchscreen, or agreeing to any terms and conditions by electronic
means. Created under the sole control of the person using it, it is logically attached to or
associated with a data message, capable of identifying the person who consents to the data
message and certifying the person’s consent. Such Electronic Signature would be submitted
to the Bank through the Bank's electronic channels and in compliance with the associated
Authentication Methods described above.

oMM XHNBE R BEZEEREHARFEEE 25 - BFR25UNF T8
FREYE - RBHE LR BREREVEENFEE NETEE LR RENEMBIK
RIKBEZEFH - ILRBREEHREBEEE  JIBEMN S VEEEEE B - W HD
ROt EREENE  WRE RN LB FRERB BT EFBEEBHRESR
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Manual Initiated Funds Transfer (MIFT) Authentication Method

ALHERA25 (MIFT) BRsg /3 =0

MIFT
Authentication
A LIRS 55

Manually Initiated Funds Transfer (MIFT), including amendments, recalls, or cancelations of
previous manual instructions, may be made by fax or letter or upload to CitiDirect. Not all
forms are supported in all countries. Initiators are persons designated by the Customer who
are authorized to initiate transactions in accordance with restrictions, if any, are identified by
the Customer. Confirmers are person designated by the Customer that Bank may call back, at
its discretion, for confirmation of manually initiated instructions for funds transfers.

ATERRS B2 EU4 - FAIEEUHSAE R (B E - 432 &A tiDirect@iEfE~ -
BIWIFFMBBIRE & tilt 2 50 - B AERBEMIER  REERIINRSET &R
BERZAB ERELRBEMERZEBIEEA S AT LIERRBR 2 AU ERBA LR
ZERIER - ERTEHR  FHRSEAERLERE SXANUIEESER ZIREEEEH
Fi - ERAIRSEEEFABEREH - AT RSERUNEBESHR ARNERHERT
N

In certain countries, mobile telephone numbers are not accepted as call back numbers.
Further details are provided in the applicable Country Cash Management User Guide, Global
Manual Transaction Authorization or Universal Nomination Form. MIFT is to be used by the
Customer as a contingency method to communicating instructions to the Bank.

EREER  FHRBBFEFRLEBRNG BSMEEESER ZREEEEMBFM  ZKA
IXRGEESNAEBEEYN - NIRXSERIRBESHE  BREEE R TART-

Mail, Fax, Email and Messenger Authentication Methods

&5 BE BFHAMBEMEKEE BRES

AR

Seal Image Correspondence received by the Bank via fax, mail, email or messenger, excluding MIFT
Verification requests, are verified and collated with due care based on the seal image contained in the
EIEE & R Customer's authority document or similar document provided to the Bank.
TITRWZEE - ¢ B EIadaae 2@ A ATRSIE R BHEAEREER
T2 RS R B 7 S 7 ENE AT R 7 EE BT BRES
Signature Correspondence received by the Bank via fax, mail email or messenger, excluding MIFT
Verification requests, are signature verified based on the information contained in the Customer's

authority document or similar document provided to the Bank.

ATERWZEBE 0 EFHAEMRE B FESAIRZE N BRRBRERMHERA
T2 RS SR 2 X £ 2 BT R Z LE ¥ BRE -

Secure PDF Encrypted emails are delivered to a regular mailbox as PDF documents that are opened by

PDF fnzs entering a private password. Both the message body and any attached files are encrypted.
A private password can be set up upon receipt of the first secure email received.
2BEPDHER ZINEBEFEHREE—REFEH  TRABAZBNE S IFRL - EFEHMPAT
B EREZCETTINE - AAB R E—RB BB B FEHHRETRE -

MTLS Mandatory Transport Layer Security (MTLS) creates what would be a secure, private email

s EEEEZE | connection between the Bank and the Customer. Emails transmitted using this channel are

MBI E sent over the Internet through an encrypted TLS tunnel created by the connection.

HMERELZEMBEMILS)REATRBEERI —22 RANBF I ELEE BB
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Phone Authentication Methods

B BEA

PIN Customers contacting the Bank via phone are prompted to enter a PIN to validate authorized
PIN access.

BAEDIEFEM B AT - W ERKE APINIS SRS
Verification Customers contacting the Bank via phone are prompted by the Bank's service representatives
Questions to provide correct verbal responses to verification questions in order to validate authorized
ZE RS access.

FBEMERHEATR AT /EREERERREENELTMBURES D -

The availability of Authentication Methods described above varies based on local markets.
EnE A oA B TS mAMESR -

3. Customer Responsibilities
BEENACEBE

3.1 Identifying Authorized Users: Customer is responsible for identifying: (i) all individuals acting on the
Account(s) on behalf of the Customer at an entity level for all Services and connectivity channels, and
(ii) each person acting on behalf of the Customer being duly authorized by the Customer to act on the
Customer's Account.

ERHIEENERE  BERAEEER  (/URBEZERIE RS e EE LRARFZERER
(i) ARBEEARFPNFIAEREESIBRSMENEE-

3.2 Customer is responsible for assigning and monitoring any transaction limits assigned to the
Customer and/or its users and ensuring that these limits (a) do not exceed the limits as required by
the Customer's internal policies and other authority and constitutive documents such as Customer's
Board of Director resolutions, Bank Mandates, Power Of Attorney, or equivalent document, and
(b) are properly reflected on all connectivity channels and user entitlements.

BERRENECMEZENFABREN/NEEMAERFIE R SR - WHERELERT] (a) MEBEE ZNER
LUK EMBERARA - MESERE  RTERES  KESEREMABRR U ZRE (b) IEM R IRE
FrEEEEENEREER -

3.3 Certainjurisdictions may require individuals (and their corresponding Credentials) to be identified
by the Bank in accordance with applicable AML legislation requirements before granting access to
perform certain functions. Please contact your Customer Service Representative or visit the CitiDirect
BE website for further information.

DEIRCEERE - RERTITE DB 2 #IRAT - ERIA S (REMHE ZBEEM ) VAR ERBEE
ﬁﬁZJﬁﬁEfxi&?ﬁ” BRI IR RS CitiDirect BESF& (website) HEENEZ & -
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3.4 Safequarding of Authentication Methods
=Pl WA

The Customer is responsible for safeguarding the Authentication Methods and Credentials with
the highest standard of care and diligence, and ensuring that access to and distribution of the
Credentials are limited only to persons that have been authorized by the Customer.

BERHHRE S RREENRNSREEE  WhEREH REREENNERERRNBECREY
AE-

Communications sent by a third party: Where the Customer is using a Credential to identify and
authenticate their Communications as originating from them as a legal entity, the Customer is
responsible for exercising full control over the use of such Credentials when sending Communications
to the Bank, including where such Communications are sent by applications and/or systems that are
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managed by a third party on behalf of the Customer. In all circumstances the Bank will (@) deem any
Communication it receives through an electronic connectivity channel, that has been received by

the Bank in compliance with these Security Procedures duly authenticated as originating from the
Customer, as a Communication instructed by the Customer and (b) may act upon any Communication
that it receives on behalf of the Customer in compliance with these Security Procedures.

FoHREZE IRBEEAREENRENNEE D ARBRELE VBN ABREAEEROARTHR
KB T2EXHREEN 2GR S83HE=ANERBESE ZBRARRAN/NAMRE 0B -
ERTERN  FITI9ME (a) REBEE Fr 2 EEBENHECKBBEEZ 2 BFRIE/REB=ENEN R
SEEERNER WH( b) IMZRAZZRER  KBEEREINEE R RRITE -

4. Data Integrity and Secured Communications
ERNTBEUYRZZER

4.1

4.2

4.3

4.4

4.5

The Customer will be transmitting data to and otherwise exchanging Communications with the Bank,
utilizing the internet, mail, email and/or fax which the Customer understands are not (i) necessarily
secure communications and delivery systems, and (ii) under the Bank's control.

BEURERNEWAART WUEMS T (EREREE SFH0E/SER ) BATETENER - BERE
2R LA N A —ERLENENLER AR BIFAfTo/ZEE-

The Bank, utilizes industry leading encryption methods (as determined by the Bank), which help to
ensure that information is kept confidential and that it is not changed during electronic transit.

Kﬁﬁﬁﬁ%ﬁ%%??ﬂ@m@ﬁﬁ(ﬁEK?:JS?%E%éT‘;TéﬁH) BIRIEREMERREREE - HEMREEBRREA

P
b

If the Customer suspects or becomes aware of a technical failure or any improper or potentially
fraudulent access to or use of the Bank's Services or connectivity channels or Authentication
Methods by any person (whether an authorized person or not), the Customer shall promptly notify
the Bank of such occurrence. In the event of improper or potentially fraudulent access or use by
an authorized person, the Customer should take immediate actions to terminate such authorized
person's access to and use of the Bank's Services or connectivity channels.

YRR IREE AR BRI - SUETA (RRZERPIEEN ) AEFIEEBAITIR  EEE B R
EE FERFHEDHKX?L%ME*'FE/ QDT%Z%%E&%/\K*THRWE% BERUBRINTE  BRz Az
RS FATIR S ss e B 2 #R -

If the Customer utilizes file formatting or encryption software (whether provided by the Bank or a
third party) to support the formatting and recognition of the Customer’s data and instructions and
acts upon Communications with the Bank, the Customer will use such software solely for the purpose
for which it has been installed.

EREEREREIVMERNERE (FREEATHSE=TRH) - DUBEU I EBREE R AIER
TWARAAITHENIT SN BEEARSTE BN ERRELREN -

The Customer accepts that the Bank may suspend or deny users’ access to Services requiring the
use of Credentials (i) in case of suspicion of unauthorized or fraudulent use of the Credentials and/or
(ii) to safequard the Services or Credentials.

BEESATURERSEBE RIS EFEREFINFEEEARREN 2R 1 (1) AR LR #EHR
SRRg ERMAVIERA/EL (i) BB ERS A iRE S 2 B -
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5. Security Manager and Related Functions
ZEEEKIE K ERREE

For applications accessible in CitiDirect BE (with the exception of Personal Certificates discussed below), the Bank
requires the Customer to establish a “Security Manager"” function. Security Managers are responsible for:

AR R tiDirect BE®EA(NT AT ZENBEZERIN ATEEKBREE UL ZRELENRRE - 22158
IR BT

5.1 Establishing and maintaining the access and entitlements of users (including Security Managers
themselves) including activities such as to: (a) creating, deleting or modifying user Profiles (including
Security Manager Profiles) and entitlement rights (Note that user name must align with supporting
identification documents); (b) building access profiles that define the functions and data available
to individual users; (c) enabling and disabling user log-on credentials; and (d) assigning transaction
limits (Note these limits are not monitored or validated by the Bank and Customer should monitor
these limits to ensure they are in compliance with the Customer's internal policies and requirements,
including but not limited to, those established by the Customer’s Board of Directors or equivalent);

BIAEFRE (AR REIEED) (AR REAER - 3ELINTE : () 4 MIBRSUE L E R
EFENBZLERELEVENREAEN (FIn BEZMUARY NS D EENG—); (b) &1
ERERER . I HIERERERA AR AEZINERIBHER, (O BAREAFERZEEARBEN,
and (d) PECRZPREE (FBER  BERBARAITRA SRR  BERERGBLERE  DUERT MR EREEN
NERREI K B EARNEREEEER U /R#HE-

5.2 Creating and modifying entries in Customer maintained libraries (such as preformatted payments
and beneficiary libraries) and authorizing other users to do the same;
RESHEERNE (FINSAERERR 2N ESZ = ABERE) BIERIHE L ZIRE - WS E it FETR ]
BlEIERIaE -

5.3 Modifying payment authorization flows;
BT RIEHETTAZ -

5.4 Allocating dynamic password credentials or other system access credentials or passwords to the
Customer’s users; and

TS BIRE IS SRR B A BV it S 40 ARt S SR D Bcis s E I -
5.5 Notifying the Bank, if there is any reason to suspect that security has been compromised.
EREAEORREAEL T RERER  BRAATT -
Please note: Security Manager roles and responsibilities may vary or not be applicable in certain markets due
to requlatory requirements and/or operational capabilities. In such markets, the Bank may require additional

documentation and other information from the Customer to perform Security Manager functions on behalf of
the Customer.

AR AREMERZ ZKRN/HEENRAR 22 EFEENBLBEUE CSERARBEDSNEMER - #E
BRAHED AT RS RBEREEMSENER  INERBREN T2 EREE 2 TEE -
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6. Use of CitiDirect BE by Security Managers
ZE2EELIBERACItiDirect BE

The Bank requires two (2) separate individuals to input and authorize instructions; therefore, a minimum

of two Security Managers are required. Any two Security Managers, acting in concert, are able to give
instructions and/ or confirmations through the connectivity channels in relation to any Security Manager
function or in connection with facilitating communications. Any such communications, when authorized by
two Security Managers, will be accepted and acted on by the Bank and deemed to be given by the Customer.
The Bank recommends the designation of at least three Security Managers to ensure adequate backup. The
Customer shall designate Customer's Security Managers on the TTS Channels Onboarding Form. A Security
Manager of the Customer may also act as the Security Manager for a third party entity (for instance, an
affiliate of the Customer) and exercise all rights relating thereto (including the appointment of users for that
third party entity’s Account(s)), without any further designation, if that third party entity executes a Universal
Access Authority form (or such other form of authorization acceptable to the Bank) granting the Customer
access to its account(s). This only applies in relation to Account(s) covered under the relevant authorization.
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FTEKBEFLEMBBUAERALRERER RIL2VFEEMBLEEELE - MBRLEFELBGRHARTE B
HEEE B BT 2 2 B T se sl e 3B AT ARR B A B IE - IR BN A / SUHERS - (B R L 2 I E e
RER ATRESL LT UREAKEREZEN KTER RERETENEAE BEE2VERE=—2LE
FELE - BERRMEEESTMSFH VT ERIRITTaRASRFS  BEHZETEKE - AT EMEER -
EZE=HHEBLIRPERRES (RTUMIEZNEMBETN ) - BEBREEAERE  BENZ 2 EELELL
TEREB=HE (HIU - BEMREB AT ) NE2EELE  WITHEEZABIPEEN (ERAZBE=HHBIRFE
ERAE) - IEREEAREEREINRE ZRP -

7. Use of CitiDirect BE by Security Officers (For Personal Certificates only)
Z2EEANBFEACitiDirect BE (B AR EIARE

The Bank requires two (2) separate individuals to manage digital certificates attributed to individuals
("Personal Certificates"”). Therefore, two Security Officers are required to assign and removal Personal
Certificates to users, for the purpose of authenticating and authorizing Communications on the connectivity
channels. The Bank recommends the designation of at least three Security Officers to ensure adequate
backup. Any Communications authorized by Personal Certificates will be accepted and acted on by the Bank
and deemed to be given by the Customer.
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