Citi Privacy Statement — China
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Citi’'s businesses provide products and services to corporations, financial institutions, public
sector organizations and other entities. This Privacy Statement explains how these businesses
process personal data (as defined below) about people with whom we (as defined below) come
into contact (referred to as “you” in this Privacy Statement) in the course of our dealings with
Your Organizations (as defined below). These include employees, officers, directors, beneficial
owners and other personnel associated with our clients, service providers and other business
counterparties (referred to as “Your Organization” in this Privacy Statement). In particular, this
Privacy Statement has informed you of the processing of sensitive personal data (as
defined below) and the cross border transfer of personal data, and you shall be deemed
to have given your separate consent to each processing once you have accepted this
Privacy Statement or are deemed so.
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of FIr33, FIr34, and FIr35, CitiTower, No0.33,
Huayuanshigiao Road, Shanghai, China. Telephone:

1. Who is responsible for your personal data and how 800 820 1268 (Only for fixed phones in mainland
C?‘T‘ yj’ﬂ Coﬂtacgr:m"; e . - China) to contact service representatives of
HERFA AN A5 55T DL A I IR R AT 2 CitiService. Outside the country, please call +86 21

6860 4588. Mailbox: china.citiservice@citi.com.

Citibank (China) Co., Ltd. Including all of its branches

(referred to as “we” in this Privacy Statement) is the bt 7 e SE 2 AN B, IS ATLUC R CitiService, i

processor of your personal data. Under the Personal B2y LA T A b % 335 AE AR 1K = M 28 4%

Information Protection Law of the People's Republic of OLAMI04HLIG, 298, 30M%. 33FK01H 0. 3444135

China (the “PIPL"), a personal data processor refers B, HE: 800 820 1268 (PR [E KFEMEIRIT) 5

to an organization or individual that autonomously THERIEARAT IR & RIER . AMEIRTT +86 21

determines the purposes and means of personal data 6860 4588. 4. china.citiservice@citi.com.

processing.
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SEAREAN NS BTG h B ke H . Ab 8 We process your personal data, as necessary to

FRWAHSA. DA pursue our legitimate business and other interests, for
the following reasons:

For more details you can contact CitiService, with the HTBUR R, FRAT T Rl 45 Ak ple e Ah ) 25 45 H

address of Unit 01A&04 of FIr28, FIr29, FIr30, Unit01 H, MRIE R EA NG B
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+ to provide financial products and services to our
clients and to communicate with you and/or our
clients about them;
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to manage, administer and improve our business
and client and service provider engagements and
relationships and for corporate marketing, business
development and analysis purposes;
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to monitor and analyze the use of our products and
services for system administration, operation, testing
and support purposes;
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to manage our information technology and to ensure
the security of our systems;
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to establish, exercise and/or defend legal claims or
rights and to protect, exercise and enforce our rights,
property or safety, or to assist our clients or others to
do this; and
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to investigate and respond to complaints or incidents
relating to us or our business, to maintain service
quality and to train staff to deal with complaints and
disputes.
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We also process your personal data to comply with the PIPL,
and related data protection laws, regulations and other binding
regulatory documents and requirements (collectively, the “Data
Protection Laws”). We sometimes go beyond the strict
requirements of the Data Protection Laws, but only as necessary
to pursue our legitimate interests in cooperating with our
regulators and other authorities, complying with foreign laws,
preventing or detecting financial and other crimes and regulatory
breaches, and protecting our businesses and the integrity of the
financial markets. This involves processing your personal data
for the following reasons:
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+ to cooperate with, respond to requests from, and to report
transactions and/or other activity to, government, tax or
regulatory bodies, financial markets, brokers or other
intermediaries or counterparties, courts or other third
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parties;
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to monitor and analyze the use of our products and
services for risk assessment and control purposes
(including detection, prevention and investigation of
fraud);
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to conduct compliance activities such as audit and
reporting, assessing and managing risk, maintenance of
accounting and tax records, fraud and anti-money
laundering (AML) prevention and measures relating to
sanctions and anti- terrorism laws and regulations and
fighting crime. This includes know your customer (KYC)
screening (which involves identity checks and verifying
address and contact details), politically exposed persons
screening (which involves screening client records
against internal and external databases to establish
connections to ‘politically exposed persons’ (PEPs) as
part of client due diligence and onboarding) and sanctions
screening (which involves the screening of clients and
their representatives against published sanctions lists);
and

NI GG S, W T AR . PR E R, ZE
SUPAIBL S L% TR VERI R BEE (AML) , RIS
AN S B A LA B AT U ARG G it . XIS T
fRfsZ T (KYC) ey (S mRd . JoiE bl Al
AT  Bus ARHE (1R RIRE E 7%
JURERM—H6 7, EFEAR s A A S E it e 07 A 2 7 0
S, DS HBUAR NG (PEPS) IR A & i £
G BARYE A0 (il 2 i & 2 AR « K

to record and/or monitor telephone conversations so as to
maintain service quality and security, for staff training and
fraud monitoring and to deal with complaints, disputes and
potential and/or actual criminal activity. To the extent
permitted by Data Protection Laws, these recordings are
our sole property.
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We rely on consent as the legal basis for processing your
personal data, unless otherwise provided by Data
Protection Laws, in which case we may not rely on your
consent to process your personal data. If you do not provide
information that we request, we may not be able to provide
(or continue providing) relevant products or services to, or
otherwise do business with you or Your Organization.
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In order to provide you or Your Organization with more
accurate, personalized, smooth and convenient services, or
to help us evaluate, improve or design products, services
and operational activities, to the extent permitted by Data
Protection Laws , we may anonymize or de-identify your
personal data via technology means, and conduct
comprehensive statistics, analysis and processing. We may
use such de-identified or anonymized data for various
business purposes, but your personal data will not be
disclosed as such data, which is not personal data once
anonymized, will neither be able to be used to identify the
data subject or possible to restore.
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3. Where does Citi obtain personal data about you?
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We process personal data that you provide to us directly, or that
we learn about you from your use of our systems or our
communications or other dealings with you or Your Organization
or otherwise third parties. Your Organization will also give us
some personal data about you. "Personal data" means all kinds
of data related to you being identified or identifiable which is
recorded by electronic or other means, excluding any data
processed anonymously. This may include your date of birth, title
and job description, contact details such as your business email
address, physical address and telephone number and other
information required for KYC, AML and/or sanctions checking
purposes (e.g., copies of your passport or a specimen of your
signature). We also obtain some personal data about you from
international sanctions lists, publically available websites,
databases and other public data sources.
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4. To whom do we disclose your personal data?
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We disclose your personal data, for the reasons set out in Section
2, as follows:
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+ to Your Organization in connection with the products and
services that we provide to it if Your Organization is our client,

or otherwise in connection with our dealings with Your
Organization;
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to other Citi entities for the purpose of managing Citi’s client,
service provider and other business counterparty relationships.

For the cross border transfer of personal data hereunder, please
see Section 5 for details;
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to counterparty banks, payment infrastructure providers and
other persons from whom we receive, or to whom we make,
payments on our clients’ behalf;
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to export credit agencies, multilateral agencies, development
finance institutions, other financial institutions, governmental
authorities and their agents, insurers, due diligence service
providers and credit assessors, in each case in connection with
the products and services that we provide to Your Organization if
Your Organization is our client, including in connection with
financings;
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to service providers that provide application processing,
fraud monitoring, call center and/or other customer services,

hosting services and other technology and business process
outsourcing services;
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to our professional service providers (e.g., legal advisors,
accountants, auditors, insurers and tax advisors);
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to legal advisors, government and law enforcement authorities
and other persons involved in, or contemplating, legal
proceedings;
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+ to competent regulatory, prosecuting, tax or governmental
authorities, courts or other tribunals;
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+ to other persons where disclosure is required by Data
Protection Laws or to enable products and services to be
provided to you or our clients; and
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+ to prospective buyers as part of a sale, merger or other
disposal of any of our business or assets.
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5. Where do we transfer your personal data?
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In principle, the personal data will be stored within the
People's Republic of China (for the purpose of this Privacy
Statement excluding Hong Kong, Macau and Taiwan, the
“PRC”). However, as part of Citi's Global Group presence,
we provide products and services through resources and
servers located around the world. The personal data may,
with your consent or other legal justifications, be transferred
to, or accessed from our parent, affiliates and/or relevant
service providers in offshore jurisdictions. Such personal
data will be protected by confidentiality and security
measures of us and of the recipients in accordance with
applicable laws and regulations. Please see the table
accessible at https://www.citi.com.cn/html/cn/pdf/jgkhyw.pdf
for the name, contact information, and types of personal data
to be transferred or accessed from offshore, the processing
measures and purposes as well as the method and
procedure for you to exercise the rights against the overseas
recipients. According to Data Protection Laws, we will
inform you of the overseas recipient's name and contact
information, the purposes and means of processing, the
categories of personal data to be processed, as well as
the methods and procedures for you to exercise your
rights as provided in Data Protection Laws over the
overseas recipient, etc., and shall obtain your separate
consent thereof. This Privacy Statement has informed
you in this regard, and your acceptance to this Privacy
Statement shall be deemed as your separate consent to
such processing.
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https://www.citibank.com.cn/rcs/citi-china/storage/
public/BusinessinformationandServices/CH/
BusinessinformationandServices/jgkhyw.pdf.
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6. When we collect your sensitive personal data?
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For the purposes stated in Section 1, we may collect your
sensitive personal data amongst other personal data.
“Sensitive personal data” means personal or property data
that, once leaked or illegally provided or misused, may harm
personal or property safety and wil easily lead to
infringement of the personal reputation, human dignity,
physical or psychological health, or discriminatory treatment.
Sensitive personal data mainly includes ID certificate data (ID
card, passport and etc.), personal biometrics recognition
data, credit data, property data, transaction data, medical
and health data, specific identity, financial account, individual
location tracking etc. as well as any personal data of a minor
under the age of 14. We collect your sensitive personal data
strictly following the principle of minimum and necessity.
According to Data Protection Laws, we will inform you of
the purposes and methods of processing and other
matters that need to be informed regarding your
sensitive personal data collected by us, and seek your
separate consent thereof. This Privacy Statement has
informed you of our processing of your sensitive
personal data, and your acceptance to this Privacy
Statement shall be deemed as your separate consent to
such processing.
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7. How do we protect your personal data?
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We have used industry-standard security measures to
protect the personal data to prevent unauthorized access,
public disclosure, use, modification, damage or loss of data.
We will take all reasonable and feasible action to protect your
personal data. We will take all reasonable and feasible
measures to ensure that no irrelevant personal data is
collected. If our physical, technical, or administrative
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protection is damaged, which results in unauthorized access,
public disclosure, alteration, or destruction of information and
further impairs your legitimate right, we would undertake
corresponding legal liabilities. In the occurrence of any
personal data security incident, we will promptly notify you of
the following in accordance with Data Protection Laws: basic
information about the security incident and its potential
impact, treatment measures we have taken or will take,
suggestions about proactive defense and risk mitigation,
remedial measures and etc. We will promptly let you know
relevant situations of the incident by means of mail, letter,
phone call and etc. We will issue announcement in a
reasonable and effective manner when having difficulty in
reaching out to each personal data subject. Meanwhile, we
will also report the handling status of personal data security
incidents as required by regulatory authorities.
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8. How long do we keep your personal data?

TATRH AN NE B Z KIS ?
We keep your personal data for as long as is necessary for
the purposes of our relationship with you or Your
Organization or in connection with performing an agreement
with a client or Your Organization or complying with a legal
or regulatory obligation.
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9. What are your rights in relation to personal data?

XA NG BZAH 28R ?
You shall have the right to be informed, the right to make
decisions on the processing of your personal data, and the
right to restrict or refuse the processing of your personal data
by us, except as otherwise provided by Data Protection Laws.
You can ask us to: (i) inquire your personal data; (ii) provide
you with a copy of your personal data; (iii) correct or
supplement your personal data; (iv) erase your personal data;
(v) restrict our processing of your personal data; or (vi)
transfer your personal data to a designated personal data
processor which meets the requirements of national
cyberspace administration for transferring personal data. You

have the right to request us to interpret the personal data
processing rules.. These rights will be limited in some
situations; for example, where we are otherwise required to
process your personal data or cannot respond to the requests
from you or Your Organization according to Data Protection
Laws. Please understand that in order to ensure the security,
we may need to verify your identity before processing your
request. For those requests that are illegal, noncompliant,
unreasonably repetitive which need too excessive technical
means, pose risks to others' legitimate rights and interests, or
are very impractical, we may reject such requests.
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You have the right to change the scope of consent or
withdraw your consent and/or separate consent, and
exercise your rights in accordance with this section, however
this may cause that we may not be able to enter into or
perform a legal agreement or document with, or provide (or
continue providing) the relevant financial services to, or
otherwise initiate or maintain a business relationship with
Your Organization. We will not further process the related
personal data once you change or cancel your consent
and/or separate consent unless otherwise permitted by the
Data Protection Laws. Please note the change or withdrawal
of your consent and/or separate consent will not affect the
lawfulness of processing based on your consent and/or
separate consent before the change or withdrawal.
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To exercise these rights or if you have questions about how
we process your personal data, please contact us using the
contact details in Section 1. We can in particular, provide
copies of the data transfer safeguards referred to in Section 5.
You can also complain to the relevant data protection
authorities in the PRC where you live or work or where the
alleged infringement of Data Protection Laws occurred.
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This Privacy Statement takes effect on July 1st, 2023; it was
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